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About Valora ▪ AutoClassification platform for Information Governance

▪ Automates discovery, identification, classification & 
defensible disposition

▪ Trusted by IG teams, Records & IM teams, Legal, 
Compliance, IT teams

▪ Brings multiple enterprise repositories into a single view



Poll Results

Who’s here today 
& what are your interests?



Who you are & what your challenges are

Who You Are

Other

Data Privacy / Security

IT

Compliance

Legal

Knowledge Management

Records / Information Management



Who you are & what your challenges are

OMG everything

AI readiness

Migration to a new system

Managing retention policies

Managing content on Legal Hold

Data Privacy Compliance / PII

Automating our manual processes

Dark data: we don't know what we have

Stranded/unknown content in legacy…

File clean-up / ROT reduction

Your RIM & 
IG Challenges
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METADATA

Creating tags that tell us about a file

What is Classification?

PDF

Created date

Contract

Expired
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Metadata’s “love note to the future”
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You CAN classify manually…

But is that the best use of your 
organization’s time and resources?

12



Why Not Humans?

Human Error
Inconsistency, interpretations/

reluctance, “not my job”

Compliance Risk
Regulatory non-compliance, 
retention & deletion errors

Scalability Issues
Impossible to keep up with 

volume of data

Limited Auditability
Lack of transparency, 

why things were categorized

Consistency
Eliminates the possibility 

of human error or oversight 

Reduces Risk
Confidence in your data & 

processes, ready for audits

Easy to Scale
Process & classifies 24 hrs 

day = 1.2M files per day

Fully Defensible
Every decision, action, 
disposition is tracked

Time Consuming & Costly

▪ 1000-person org, been in business 20 years
= backlog of 438M docs, take 1,664 employee years 
to get through backlog

▪ Team of 329 humans to classify (87M docs/year) :
US: $65k/yr ave.salary = $21.3M/year, $107M over 5 yrs

Overseas: $5k/yr ave.salary = $16M/year, $8.25M over 5 yrs

Reduces Costs / Reduces Time

▪ Reduce ROT: reduce hosting, storage, back-up costs

▪ Reduces time for manual on-demand searches: 
data requests, DSAR, eDiscovery

▪ Reduces manual resources time /cost 

10 seconds to classify 1 document
= 360 docs per hour /  2,520 files per day

20 GB per hour (average system) 

= 50,000 docs per hour / 1M files per day



True AutoClassification

AutoClassification = Rich Metadata + Rules

Software that performs automated analysis & 

disposition of file/document content

File & Rich Metadata
 Determine Attributes

Disposition Algorithms
 Rules & Actions

Recognition Algorithms
 Determine DocType

+

+

Answers the question:

What is this thing & 
what do I do with it?

…and then does it.



File Attributes become Rich Metadata

Creation Date
Signature Date
Effective Date

Last Activity Date
Expiration Date

Destruction Date

Author
Custodian

Content Owner

Recipient
Copyees (CC & BCC)

Assignee

Signatories
Patient Name

Brand
Legal Hold
Employee

Audience
Document Type

Language
Personal Data

Word & page count

Tone/Sentiment
Attachment Range

Security Level

File type/extension

Created date
Created by

Last modified date

File path

File & Rich Metadata
 Determine Attributes

Disposition Algorithms
 Rules & Actions

Recognition Algorithms
 Determine DocType

+

+



Identifies DocType as defined by RRS

Facet 1: Service

Facet 2: Effective Date

Facet 3: T&Cs

✓ Service Agreement

✓ Termination Letter

✓ Financial Report

File & Rich Metadata
 Determine Attributes

Disposition Algorithms
 Rules & Actions

Recognition Algorithms
 Determine DocType

+

+



Defensible Disposition

▪ Determine the disposition & handling of content

▪ Typically follow an IF-THEN format, often nested

▪ Ex: Employment Contract: ✓ Mark as Confidential

               ✓ Move it to SharePoint

               ✓ Retain for 8 years after termination 
                        ✓ HR approval required before deletion 

File & Rich Metadata
 Attributes

Disposition Algorithms
 Rules & Actions

Recognition Algorithms
 Determine DocType

+

+

Automated, Manual and/or Hybrid Disposition

Delete Report Move

MigrateHoldArchive

Tag

Anonymize

*****



Machine Learning
Algorithms that enable computers 
to learn from and make predictions 

or decisions based on data.

Generative AI
Creates new content on the 
data it has been trained on.

Extractive AI
Extracts specific information
from large datasets or text.

Types of AI

Agentic AI
Operates independently, making 

decisions & performing tasks 

without human intervention.

Is AutoClassification AI?



Machine Learning
Algorithms that enable computers 
to learn from and make predictions 

or decisions based on data.

Generative AI
Creates new content on the 
data it has been trained on.

Extractive AI
Extracts specific information
from large datasets or text.

AutoClassification
is Transparent & 
Defensible AI

Agentic AI
Operates independently, making 

decisions & performing tasks 

without human intervention.

vs. Autonomous & 
Hallucinogenic



LGPIF Final.pdf                          8/13/2016 9:26 AM             Adobe Acrobat Document       171 KB

AutoClassifying Documents



DocType = Informed Consent Form

Trial = Phase 2 Randomized 
             Controlled Trial

Drug Name = NeuroCure-X

Investigator = Dr. Jane Researcher

Participant = Jennifer Nelson

RecordType = Consent Form

RecordClass = Clinical Trial

Retention = Executed + 8Y

Sensitivity = Confidential

Handling = Delete after          
                     authorization

AI Training = No

Retain.
Delete on Dec 14, 2031

AutoClassifying

a document

Date Executed = Dec 14, 2023
[ Date format → 12/14/2023 ]



Keep fielded data record data 

together

AutoClassifying

structured data
AutoClassify fielded data 

within a single database record

✓ Display as a 

“mockument”

✓ Apply retention 
& disposition 
by record



• What do we have?
• Where is it?

• What is it? (sensitive/PII)
• Who owns it?

• What policy to apply?
• What’s the risk?

• Scans multiple data repositories

• Unstructured/structured 

• Cloud & on-prem environments

Data Discovery
Locate and inventory

• Full text analy sis

• Dark data discovery & inventory

• Text, preview images for analysis

Intelligent Analysis
Full-text content analysis

• Classification, based on content

• Rich metadata application

• On-demand/automated reporting

Auto-Classification
Automated classification

• Automated, Manual, Collaborative

• Automated rules & workflows

• Auditable and traceable

Defensible Disposition
Automated rules & workflows

• Scans for new & edited content

• Update changes to policies

• Ensure ongoing compliance

Delta Monitoring
Ongoing scans & audits

AutoClassification at the Enterprise Level

ECMs & DMSs
Structured & unstructured

Cloud & on-prem 
Structured data

SaaS Web Apps
Structured & unstructured

Cloud & on-prem 
Unstructured data

Communication Apps
Messages & attachments

Physical
Boxes of paper



ECMs & ERPs
Structured & unstructured

Cloud & on-prem 
Structured data

SaaS Web Apps
Structured & unstructured

Cloud & on-prem 
Unstructured data

✓ What do we have?
✓ Where is it?

✓ What is it? (sensitive/PII)
✓ Who owns it?

✓ What policy to apply?
✓ What’s the risk?

Communication Apps
Messages & attachments

AutoClassification at the Enterprise Level

Physical
Boxes of paper



How Organizations are using AutoClassification

Data Discovery & 

Classification

▪ Identify content: where it is and 
what it is to determine how and 
when it should be managed.

Legal Hold/eDiscovery

▪ Reliable data collection for efficient 
and defensible Legal Hold & 
eDiscovery processes.

ROT & File Clean-up

▪ Identify, disposition, and defensibly 
delete Redundant, Obsolete and 
Trivial data across systems.

Records Management

▪ Automate and manage routine and 
specialized Records handling: 
expiration, destruction, migration.

AI Readiness

▪ Reduce risk & maximize GenAI 
initiatives with clean, curated, and 
trustworthy AI-ready content.

Data Privacy & GRC

▪ Locate, identify, redact, manage 
Personal Data and other corporate 
sensitive content; DSAR mgmt.



Benefits of using AutoClassification

Defensible
Actions, decisions, movement 

& access is logged

Creates Instruction
at the content level, 

based on metadata & rules

Reduces Risks
Active responsibility of your data, 
know what you have, where it is

Reduces Errors
Eliminates inconsistencies, 
human error or oversight

Ensures Compliance
Onside with internal policies + 

regulatory & industry obligations

Single Pane of Glass
Allows you to see across multiple 
systems, structured/unstructured

Evergreen
Future-proofs your data. 

Content is always current, clean

Easy Data Collection
Any data request: litigation, 

investigations, DSARs, breaches



Observational vs. Operational Governance

Observational 
Governance

Discover → Classify → Report

✅ Dashboards

✅ Reports

❌ Does not take action

Operational 
Governance

Discover → Classify → Remediate

✅ Cross-repository classification

✅ Automated remediation

✅ Lifecycle management

Organizations want to move from Visibility ➔ ACTIONNice to have Need to have
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What is ROT?

Content with no business, legal or regulatory value

Obsolete

▪ Past Retention

▪ Last accessed date

▪ Versions & updates

Redundant

▪ Duplicates

▪ Backups & cloud storage

▪ Litigation Databases

▪ Shared/collaborative sites

Trivial

▪ Personal content

▪ Cookies & markers

▪ Spam

▪ Low value docs

Inappropriate

▪ Off-color, offensive

▪ DEI violation

▪ Ill-gotten or misuse

▪ Opt-out tracking



What’s the risk?

Estimated that 50% of all stored enterprise content is ROT

Cost
▪ Storage & maintenance costs

▪ A large company with 10PB of 
data could be spending as much 
as $34.5m on data that could be 
deleted Compliance, Governance & Oversight 

Council (CGOC report) 

Lost Productivity
▪ Employees can’t find things

▪ Working with latest version?

▪ Workers spend 30% (2.5 hours) 
of their workday looking for 
content
(IDC Study)

Risk & Exposure
▪ Data Governance Risk: 

don’t know what it is / where it is

▪ Privacy Risk:  does it contain PII or 
sensitive data?

▪ Compliance risk: 
does this exist when it shouldn’t?

31



Understanding Duplicates

Goal: remove as much duplication as possible

Exact Duplicates

▪ Forensically identical 

▪ Hash Values match

Functional Duplicates

▪ 99% duplicates  

▪ Functionally identical, but 
forensically different 
(no Hash match)

Near duplicates

▪ (Similar) files are neither 
functionally or forensically 
identical

▪ May be similar or related enough 
to warrant their treatment as a 
family unit. Ex: Revisions

v1 v2

32



Understanding Functionally Identical Duplicates

Image 
result for 
ms word 
file logo

Questions v12.doc
96 KB

Related 
image FAQ Final.pdf

616 KB

Functionally identical 
based on content

33

PowerHouse Installation FAQ .docx
PowerHouse Installation FAQ .pdf


“Watch list” terms

Date

+ No further content

+ 4,000 ID copies

+ Heavy graphics

Auto

Classifying

ROT (junk)

RecordType = ROT

RecordClass = [None]

Retention = [None]

Handling = Delete 

Sensitivity = [None]

34



AutoClassified ROT & Duplicates

It this file ROT?

▪ Yes

▪ No

If so, what type of ROT?

▪ Redundant

▪ Trivial

▪ Obsolete

What is the basis for the ROT tag?

▪ Redundant 
because it is an identical duplicate

▪ Obsolete
because it is past retention

▪ Trivial
because it is a non-record

35
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ROT

REMOVE 
PROMPTLY

PERMANENT 
RECORDS

KEEP FOREVER

LEGAL HOLD

KEEP FOR??

DSARs

REMOVE ON 
DEMAND

ACTIVE

REMOVE?  KEEP?

DISPOSE KEEP

CONTINUALLY 
RE-EVALUATE

Retention as a Spectrum

What?         Where?         When?        Why?         How?        Who?



Top Down vs. Bottom Up Records Retention

Determine  Broad Record Types
▪ Implement downward onto departments

▪ Individual employees “make it fit” into provided classifications

▪ RIM personnel are encyclopedic experts on Record Types

▪ Onus is on:  department/employee

▪ Non-records managed by time

▪ Implement upward from content analysis

▪ SMEs design rules & classifications around known content types

▪ Onus is on: centralized IG team

▪ Non-records managed by value over timeUnderstand Specific Content

38



Pulling Rules from RRS

ECMs & ERPs
Structured & unstructured

Cloud & on-prem 
Structured data

SaaS Web Apps
Structured & unstructured

Cloud & on-prem 
Unstructured data

Communication Apps
Messages & attachments

Physical
Boxes of paper



Identify & tag content 
with rich metadata

▪ Paper & electronic

▪ Multi-repository view

▪ Which files are records?

▪ Which files are ROT (junk)?

▪ Which files contain sensitive content?

Records & Information Management Use Cases

Setup for disposition & 
lifecycle management

▪ Label Record Types & 

Classes for each file

▪ Enact proper retention  

▪ Dictate disposal method

▪ What workflows/authorizations?

Advanced Lifecycle 
Management

▪ Subordinating to Legal Hold

▪ Handling future states:  
▪ New/changed content, policies, regulations

▪ New/changed objectives, strategies, budgets

▪ Assisting other groups in data 
management, retention and 
production (ex: Legal, KM, M&A)



Export metadata from 
spreadsheet or box inventory 

application (if possible)

Create export as 
JSON, CSV, XML, etc. 

Stored Physical Records (Boxes)

PowerHouse creates a
 “Mockument” 

User-friendly view of 
each box’s information



Mockument = Single Box

Stored 
information
about Box

Stored information 
about Files Inside 
the Box

The Mockument serves as a record placeholder inside BlackCat 
that can be used to report on or trigger actions to the Box.



Managing Boxes Inside BlackCat



AutoClassified Records
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Operational Governance: Setting Up Deletions

Manual Deletion

▪ Target files or subsets

▪ Choose deletion options, including 

approval workflows

▪ Full audit tracking

Auto-Deletion

▪ Target files or subsets

▪ Choose deletion options, including 

approval workflows

▪ Pre-approve & pre-schedule deletions 

to trigger on:  

▪ Retention Dates, Offboarding/Termination, 

Legal Hold lift, Dupe detection & more

▪ Full audit tracking

Hybrid Approach

▪ Select treatment by data facet, 

source, workflow, time, etc.

▪ Setup repeating cadences
▪ Every 30/60/90 days

▪ Upon trigger conditions

▪ Assist other groups in data 
management, retention and deletion 
(ex: Legal, IT, Compliance)
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2 Key Components of Disposition

Obsolescence Date
▪ When does the content reach the agreed-

upon date of expiration?  

▪ Per policy, when is the organization no 
longer obligated to retain the content?  

▪ Per usage, when is it no longer valuable?

Obsolescence Handling
▪ How will the content be handled once the 

date of expiration has arrived?  

▪ What workflows, decisions, authorizations, 
proof and auditing will be required when 
that day comes?



Automated Retention Handling



3 Approaches to Disposition or “Actioning”

Client’s
IT Team

Action taken by: 
IT Team

Valora 
Software Agents

Action taken by: 
Automated workflow

Client Employees
Self-Service

Action taken by: 
Employees

51



Guiding Employees to Self-serve
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Pilot Use Case

Start with a 
compelling use case

▪ Quick and easy that will 
prove ROI quickly

▪ 1 content owner/ROT?

▪ Prove ROI

Build on Success

Build business case on 
pilot alone then expand

▪ Prove ROI functioning 
system

▪ Where to next?

▪ Additional use cases 
running on same 
platform

How to Get Started (how to get internal buy-in)

Spread the Word

Sharing is caring, expand 
internally

▪ Host internal showcases 
for mgmt
& other departments

▪ Design pilots that 
highlight important 
content, results or 
exposure points

Measure Results

Benchmark results and 
accuracy of pilot

▪ Accuracy of results?

▪ Increase guidance or 
seek SME? 

▪ What reporting was 
useful? What else is 
needed?

Look Forward

Always have an eye 
on future use cases

▪ What do you need for 
this application or use 
case?

▪ What will you need for 
future use cases?

60



Cool. How long is that going to take?

Weeks Months

Goals & Requirements
Input from stakeholders for enterprise-

wide approach to data governance.

Amount of Data
Smaller organizations with less data will 

be faster to process than large 
enterprise.

Complexity
Of your data environment: cloud, on-prem, 

structured, unstructured data environments



Phased Implementation

Weeks Months

Proof of Concept
Limited data set to 

benchmark and forecast 
scope/scale

Implementation
Implement scale to process 

all enterprise content

Planning
Prioritize data environments, 
align stakeholders, set KPIs

Delta Monitoring
Continuously look for and 

process new & edited 
content
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result for 
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Q&A  /  Thank you!

https://www.linkedin.com/company/valora-technologies/
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